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Executive summary

This Quickstart project aimed tosupport adoption and build capacity for anomaly
detection, failure mode analysis, diagnosis, and predictive maintenance tools in
order to improve water supply and delivery reliability, reduce maintenance costs,
and improve data quality . Prototype anomaly detection tools were developed to
diagnose and predict failures in critical water infrastructure components. These
prototype tools primarily targeted water level sensors and batteries, whilduilding
understanding of how the se tools fit within a broader failure mode analysis and
what deploying these tools involves in practice

The project involves three main components. Firstlyinderstanding failures in critical
components, including how the main components of a typical site fit together, how
failures in some components relate to others, and what data can be used to diagnose and
predict failures. This research was centred around failure mode and effects analysis
(FMEA), a pocess used to analyse failures of components in a system and their effects on
system operations. The second component involveshalysing adoption pathways, a nd
understanding how the new tools could be operationalised . Taking a broader view of
adoption of innovation in organisations, the analysis examined the pathways for
integration and utilisation of new technologies, including the adoption requirements and
the implications for the workforce. The third part of the research centred ortrialling
processes for co-designing and operationalising new prototypes . The project adopted
a rapid-prototyping design-science based approach to provide a minimum viable product
early in the project and provide flexibility to ensure a useable output is deliveredwhile

the project aimed to and did abandon some leads, it anticipated and delivered some
experiments in which the algorithm was tested in realistic conditions with real

data. This research approach helps understand what is required for the effective
development and implementation of new tools. This will help identify the capacities
needed to facilitate the transformation into digital agriculture across the MDB in the
future.

The adoption pathways study identified four primary opportunities for the anomaly
detection tools: enhancinghealth monitoring of assets using reattime data;
implementing complex alarms and situational analysis tools for improved condition
monitoring and failure prediction; introducing root cause analysis tools to help identify
underlying fault causes; and refining diagnosis and maintenance steps, providing
feedback and logging relevant data to help identify opportunities for continuous
improvement. Several adoption scenarios were also considered for integrating new
anomaly detection and health prediction tools into the organisation work processesakh
scenario presented unique opportunities to improve operational efficiency and reliability,
though they also posed challenges such as ensuring data compatibility, managing
technological integration, and developing necessary data science capabilitiesc&essful
implementation requires organizati onal buy -in at all levels (including technicians and
operators who will use and provide data for the tool, and their managersjailored
training programs to equip teams with necessary skills, and comprehensiehange
management strategies to ensure seamless integration and utilization of new
technologies. Also critical are facilitating conditions such gsositive organisational



cultural norms toward innovation, bottom  -up improvement and continuous
learning .

Several prototypes were considered for three critical infrastructure components:
batteries, water level sensors and gearboxes . These components were prioritised
based on the FMEA process. Data analyses were first conducted on indicators of health of
these components and their faults, which allowed patterns of behaviour to be identified
and compared against expectations and reqiements of the tools. The prototypes that
exhibited potential reliability and feasibility were further explored and tested. The
iterative development process adopted in this project emphasized the design and testing
of tools that were fit for purpose, considering not only the reliability of the tool and end
user needs but also their feasibility in terms of the practical constraints dhis project.

This process has highlighted the@eed for sufficient data to provide reliable indication

of failure and the ability to disambiguate different failure modes

Prototype tools are being tested on live data within our partner organisations. These

trials have demonstratedb | OAT OEAT &£ O A T Ax OOAAE AAAAI AOA
partnerships, procedures, infrastructure in place to support rapid testing of new

data science capabiltesh OOPBPBPT OOET ¢ OEA OACEI 180 AOI OOO0OA
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1 Introduction

The digital transformation of critical water infrastructure is revolutionising how water is
delivered. It has led to improvements in system efficiency, reductions in operating costs,
and enabled more reliable and higher system flow rates, and greater fléxity for
customers. In Australia, there has been widespread adoption of automation of water
infrastructure, both off-farm and onfarm. This was in part driven by investment by the
Federal Government to support the upgrade and modernisation of infrastruate in the
Murray-Darling Basin, where twteOEEOAO 1T £ | OOOOAI EA6O EOOECAOQEIT
scale, gravityfed irrigation networks, this modernisation of infrastructure relies on
hundreds or even thousands of solar powered instruments and measurement devices to
deliver water to end users. Further improvements in the efficiency and delivery of water
in these modernisation irrigation networks can be met through advances in how these
assets are managed.

Asset management involves the monitoring, maintenance, repair and replacement of
assets and their components, with the intent of detecting failures as quickly as possible
and maximising the lifetime of assets. Failures of instrumentation or of the battethat
provides power to the instrument can result in cascading impact up and downstream of
the affected site. For example, impacts of inaccurate measurement can include channel
instability, inability to supply water to end users, inability to control water flowrates,
inaccurate macro water balance calculations and gaps with digital twin performance.
Therefore, the ability to effectively identify and manage critical component failures in a
timely fashion, or even proactivdy not only improves the performance of the
infrastructure, but also can help reduce capital and maintenance costs, and improve the
guality of hydrometric data, supporting other water balance closure initiatives such as
leak detection and seepage estimation.

For modernised irrigation networks, the remote monitoring of field instruments and

devices is typically done through a Supervisory Control and Data Acquisition (SCADA)
system, which alert operatorsto possible faults, imminent faults or anomalous conditions.

With the immense number of instruments and devices in these networks, if the alarms are not
optimally configured, there is a risk of high false positive alarm rates. False or nuisance alarms
can lead to actual failures being masked and going undetdorgprolonged periods of time.

This project aimed to support adoption and build capacity for anomaly detection, failure

mode analysis, diagnosis, and predictive maintenance tools in order to improve water

supply and delivery reliability, reduce maintenance costs, and improve water balae data
quality and availability. The project team combined the expertise of irrigation system
operators (Murrumbidgee Irrigation and Coleambally Irrigation), agritech providers

(Rubicon), and universities (ANU and UoM), with a focus on the failure of tcal

components for flow and monitoring and control in automated, gravityfed irrigation

networks.

To address this aim, the project tackled three key aspects of the problem:

1 Understanding failures in critical components.  The first part of the project
involved understanding the problem to be addressed by the tools, including how

11



the main components of a typical site fit together, how failures in some
components relate to others, and what data are available and relevant for
diagnosing and predicting failures. This research was centred around failure mode
and effects analysis (FMEA)a process used to systematically analyse failures of
components in a system and the subsequent effects on system operatioAs.
confidential draft was provided in a Milestone 2 interim report, with a final public
version included in this report.

1 Analysis of adoption pathways. This second part of the project sought to
understand the processes by which the new tools would be operationalised.
Taking a broader view of adoption of innovation in organisations, the analysis
examined the pathways for integration and utilisation of newechnologies such as
anomaly detection tools, including the adoption requirements and the implications
for the workforce. A confidential draft of thisadoption pathways and workforce
assessmentvas provided in a Milestone 4mterim report, with a final public
version included in this report.

9 Trialling processes for co -designing, developing, testing and
operationalising new prototypes. This third part of the project involves the co
design, development and testing of anomaly detection tools, and moving towards
implementing the tools in operations.The project trialled adoption ofa rapid
prototyping desigrscience based approach to provide a minimum viable prodsict
soon as possibland provide flexibility to ensure a useable output is delivered. While
the project aimed to and did abandon soreads, it anticipated and delivered some
experiments in which the algorithm was tested in realistic conditions with real data.
Understand and trialling processesfor prototyping and adoption helpedto
understand what is required for the effective development and implementation of
new tools. This will help identify the capacities needed to facilitate the
transformation into digital agriculture across the MDB in the futureThe initial
development and evaluation of anomaly detection prototypes, and its process
was documented in a confidential Milestone 3 interim report, with a final public
version included in this report.

The three components provide three complementary advances.failure mode analysis
provides a shared understandingof the system for training/onboarding purposes,
supporting adoption and informing technical context of new tools. Adoption pathways
describe how different types of tools could be used, also affecting their point of
intervention within the failure mode analysis. Trialling a rapid prototyping process
demonstrates the ability to produce new tools both within the project and in future,
potentially across the whole failure mode analysis and across all adoption pathways.

The emphasis on trialling rapid prototyping is importantto demonstrate both the utility
value of the tools andas abroader approach of anomaly detection to support operational
business models As a one year project developing tools for the first time in this sector, it
was anticipated that development of further tools could follow a successful
demonstration. In addition to casespecific requirements, a minimum viable product
needed to be abldo be used immediately by our partner organisations on a cadey-case
basis, even if further work would be needed to productize the tool and mainstream its use
in the organization. Demonstrating the use of the algorithms required recent reatorld
data that would inform internal discussion of how the organization cou have reacted or
could still react differently thanks to the new information provided by these tools.
Demonstrating the development of algorithms needed to show that this mitkvel

12



technology readiness level could easily be reached, in a way that could be replicated and
made more efficient by others.

This report brings together themethodology for the three parts of the project (Section 2),

AT A OEAEO OAOOI 00 j3AAOEITO o O uvQs 4EA EI DI
failures of critical components, adoption pathways and processes for prototyping and

operationalising new tools are discussed in the final Section 6, including the@ntial for a

T Ax OOAAE AAAAI AOAOTI 08 AAPAAEI EOGU ET OEA OACE
While the original focus of the project was on the rapid prototyping of tools, as the project

progressed it became clear that developing a broader strategy for technology

development and adoption was a more critical pathway to impact. The project therefore

began to explore the concept of a tech accelerator capability for water delivery, reflecting

on what continued efforts to develop new algorithms could look like in order to obtain

accelerated feedback from industryshortening the time to operationalisation for all tools,

and shortening the time to discovery of high reliability SCADA alarmsA tech accelerator
AADPAAEI EOU xi1 O1 A OObpPI OO OEA OACEI T80 AOI OO60A
research and innovation acceleration platform with partnerships, procedures,

infrastructure and capacities in place to support the rapid testing of new ideasich as

those around anomaly detection in critical water infrastructure components.

2  Methodology

2.1 Understanding failures in critical components

2.1.1 Failure modes and effects analysis

The first part of the project involved understanding failures in the critical water
infrastructure components in automated irrigation networks. This was done through a
process based orfrailure Mode analysis or Failure modes and effects analysis (FMEA), in
which failures of components in a system and its subsequent effects on system operations
are systematically analysed. FMEA generally involves: 1) identifying potential failure
modes (ie. ways in which an asset or its components can fail); 2) assessing taeises and
effects of failure modes; and 3) determining how to reduce or eliminate the likelihood of
failure. A variation of FMEA, Failure modes, effects, and criticality analysis (FMECA), also
examines the criticality of the failure to performance of thesystem and the probability of
failure, and thereby enables the failure modes to be prioritised by risk. FMEA can be
performed at different scales within the system (e.g. whole system, subsystem, assembly
or part).

An overview of the FMEA methodology, following the AS/NZS IEC 60812:2020 Standard, is
outlined in Figure 1. The Planning phase involves defining the objectives and scope of
FMEA, the scenarios, the decision criteria for treatment, the documentation requirements
and the resources available for the analysis. This is followed by the Analysis phase, which
includes identifying functions and performance standards for the process or asset
components, the failure modes, the detection methods and controls, the effects of failure

13



modes and their causes; these steps are the focus of this Quickstart project. The third and
final phase of FMEA involves documenting and reporting the analysis.

PLANNING

ANALYSIS

: Identify functions & performance standards :
Identify failure modes ]
Identify detection methods & controls

Identify effects of failure modes
Identify failure causes

Evaluate relative importance of failure modes
(severity, likelihood, other criticality parameters)

Identify actions

DOCUMENTATION

Figure 1: Overview of the FMEA (Failure Mode and Effects Analysis) methodology, and the
focus of this project (adapted from standard AS/NZS IEC 60812:2020)

FMEA can be used to support maintenance of assets, by providing a tool to help diagnose
the cause of faults and enable proactive management of assets. FMEA can be also used to
support the design process, for example by providing a means to identify all mitial

critical failure modes to ensure that they are minimised or eliminated through modifying

the system design (Braaksma et al. 2013). Both uses help ensure reliability of the system
and its operations.

The FMEA in this Quickstart project was used to understand failures in automated,
gravity-fed irrigation networks, including how failures in some components relate to

others, and to identify opportunities for anomaly detection to feed into modebased
detection and diagnosis of faults. The focus of the project was on the failure of critical
components for flow monitoring and control. The scope of the FMEA included faults in the
pool and gate subsystems, including the power supply system and water level sens
connected to the gate. It is noted that water level is dependent on pool properties, such as
seepage, and potentially the behaviour in the two pools adjacent to the gate. The scope did
not include outlets, pools with river offtakes, storages, pump stain, or the radio and
communication system. Consideration of the failures of the radio and communication
systems was limited to knowing that data did not go through to the targeted device or
instrument.

The FMEA described the irrigation infrastructure components and their failure modes in
generic terms, to enable the applicability of the FMEA to irrigation infrastructure systems
beyond that of the project partners. The FMEA did not include criticality amgsis nor
identification of treatments for failure modes.

14



The FMEA was developed in two stages. The first stage involved an initial synthesis of
failure mode analysis processes and related asset management procedures and
documentation followed and held by project partners, and broadly following the AS/NZS
IEC 608L2:2020 Standard. The second stage, conducted at the project workshop in Griffith
(3 May 2023), involved all partners discussing and further expanding on the FMEA
process, including identification of potential data sources.

2.1.2 Workshops

Three online workshops as well as an iperson workshop were held to discuss the most
critical failure modes observed by the project partners, Murrumbidgee Irrigation (MI) and
Coleambally Irrigation Ceoperative Limited (CICL). The workshops were also atteled by
project team members from the Australian National University (ANU) and University of
Melbourne (UoM), as well as Rubicon.

Each of the online workshops focused on one water infrastructure component identified
as critical by industry partners: water level sensors, batteries and gearboxes. During these
online workshops, members from MI, CICL and Rubicon shared their experienceish

data anomalies related to faults in the selected critical component and discussed ideas for
an anomaly detection tool. The discussions were guided by a-far-purpose framework

that considers three requirements when designing a model such as an andgpdetection
tool: 1) usability z how the tool addresses the needs of the end user; Bliability z the
appropriate level of certainty and trust in the tool; and 3)easibility z whether the tool can
be developed given the practical constraints of the projectHgure 2).

PROBLEM CONTEXT MANAGEMENT CONTEXT
Certainty & trust in the Meets end-user &
model/modelling process _—~— . management needs
/
’/
RELIABLE USEFUL
FIT FOR

PURPOSE

FEASIBLE

PROJECT CONTEXT

Within practical constraints

Figure 2: The fit -for -purpose framework represents the potential space of models/tools that
can be developed for a given project and problem. Ideally, the tool should be designed and
developed to sit within the intersection between usability, reliability and feasibility (see
Hamilton et al. 2022 for more detailed explanation of the framework).

The guide for this framework is provided in Appendix I. The irperson workshop was held
on 3rd May 2023 at the Murrumbidgee Irrigation office in Griffith. The workshop
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consisted of four sessions: 1) block diagramconceptualisation of the irrigation network
components, 2) FMEA of water level sensors, 3) FMEA of batteries, and 4) FMEA of
gearboxes. In the first session, a draft block diagram that conceptualised the maiater
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provided feedback on the components represented, their functions and connections, and
made suggestions for improvement. During the three FMEA sessions, workshop
participants brainstormed the main failure modes for the three components, their root
causes and the relevant alarms used to detect the failures. The block diagram and FMEA

were further refined after the workshop.

2.2  Analysis of adoption pathways

Successful adoption of technology in organisations extends beyond mere technical
integration. It requires a comprehensive strategy that includes: understanding and
developing the workforce, engaging with stakeholders throughout the process; the
technological readiness of the organization, the alignment of new technologies with
business objectives, the adaptability of the workforce; the overarching organisational
culture that either fosters or impedes technological integration; and continually assessing
and adapting to new developments and feedback (Sichoongwe, 2024). Critical to this is
understanding and analysing potential adoption pathways for the new technologies. The
adoption pathways study in this project used a systematic approach to defining the
pathways for the adoption within the organisational frameworks of the partner
organisations, Murrumbidgee Irrigation (Ml), and Coleambally Irrigation (Cl). The
methodological process for this analysis is outlined ifrigure 3.

Step 1: Literature
review and initial

/—\ workforce & work
process assessment

l

Step 2: Impact ]

-
/ analysis of emerging
§ technologies

Collaboration
sessions l
( Step 3: Identification h
P of adoption
L requirements )

l

\( N
\ / Step 4: Adoption

Pathways

Figure 3: Methodological process of the adoption pathways and workforce assessment

Step 1: Literature review and initial workforce & work process assessment

The study commenced with a literature review of existing research on workforce
assessment, integration of new technologies, sustainable transitions, and related topics
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(key findings presented in Sectiord of this report). Subsequently, drawing upon available
data and reports concerning Ml and CI organisational processes, we conducted a
preliminary assessment to gain initial insights into the maintenance processes within
these organizations. Generalised rests are presented in this public report in Sectior#.2.

Collaboration sessions

Collaboration sessions with key stakeholders played a pivotal role in this study, and the
project in general. Recognizing the importance of flexibility and adaptation to diverse
stakeholder motivations, reflection is emphasized to avoid imposing rigid pratcols or
procedures (Voinov & Bousquet, 2010). A reflective communication approach was
employed to ensure that stakeholders' thoughts, ideas, and knowledge were consistently
incorporated into each step of the process in a timely manner. This approach aktows

for the identification and navigation of unexpected changes in goals and priorities, thereby
enabling timely adjustments to the pathway. Embracing a reflective approach and
facilitating multiple collaboration opportunities throughout the project, helped to enhance
transparency, and improve project efficiency and effectiveness (Zare et al., 2020).

Consistent with a cedesign and reflective approach, collaboration sessions were
conducted following each step of the adoption pathways methodology. These sessions
were in mixed forms, including interviews, meetings, written communication, emails, and
phone calls to consult with key stakeholders within the organizations and gather
additional insights and input. Discussions in the collaboration sessions were guided by the
guestions provided in the Appendix Il.

Step 2: Impact Analysis of Emerging Technologies

During collaborative sessions, we refined our initial assessment and proceeded to the
subsequent step: analyzing the potential impact of emerging technologies on the
processes, skills, and workforce dynamics within the organizations, followed by a
collaboration session with key stakeholders.

Step 3: Identification of adoption requirements and Step 4: Adoption Pathways

In step 3, in collaboration with stakeholders, we identified the adoption requirements,
ultimately suggesting pathways (Step 4) that could lead to a sustainable adoption of
emerging technologies in general, as well as the suggested technologies and al@ani in

the Anomaly Detection Project specifically.
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conduct steps 3 and 4 (shown ifrigure 4). The framework consists of three main sections.
The first section focuses on primary authority adoption, followed by the secondary
adoption and organisation assimilation process, and then finally, the organisational
consequences. In this project our focaiwas on second section and how the organisation
adoption and assimilation should and would happen. We could not analyse the
organisational consequences of the technology (i.e. the anomaly detection tools) in this
Quickstart project, as they have yet to bermally implemented in the organisations. In

the context of this project and its rapid prototyping approach, while the authority decision
to improve the efficiency of the system is at the top level, selection, design and adoption of
new technologies occured at the secondary scale, and was not mandated from the top, in
contrast to the process in Gallivan (2001). In the adoption process outlined Figure 4,

two levels of adoption are critical- individual adoption, as well as the organisational
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decision to adopt. This process was used to frame the results of the workforce assessment
and adoption pathways study.

Organisati
Adoption and assimilation pr consequenc
(feedback ahnd

Primary a Design and de
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Figure 4: Theoretical adoption process framework (ad apted from Gallivan, 2001)

We recognise the importance of considering potential research impact and opportunities
related to the First Nations people of the Murrumbidgee and acknowledge that they have
often been locked out of conversations and decisions around irrigation developmeand
water delivery operations on their country. The irrigation districts of Ml and CICL both lie
on the lands of the Wiradjuri People. Downstream, the western end of the catchment
includes country of several smaller nations including the Barapa Barapa, khiiMuthi,

Nari Nari, Nyeri Nyeri, Wadi Wadi, Wamba Wamba, Weki Weki, and Wolgalu. No
engagement with First Nations peoples was conducted about this Quickstart project due
to the short timeframe for the research, no prior relationships between the researans
and First Nations persons on country, and our intent to be guided by the One Basin CRC
through their First Nations Engagement principles and the One Basin CRC engagement
strategy that was being developed in parallel with the CRC Quickstart projects. tWi
support from One Basin CRC staff, planning has commenced for First Nations engagement
with peoples from the Murrumbidgee for the newly commenced or ongoing One Basin
CRC activities in the catchment, including the Multiple Benefits project (CRC058).

2.3  Trialling processes for co -designing,
developing, testing and operationalising new
prototypes

2.3.1 Overall approach

This third part of the project centred on trialling processes for calesigning and
operationalising new tools, using the anomaly detection prototypes as case studies. A
rapid prototyping design-science based approach was used to provide a minimum viable
product that could be tested by industry partners, and to provide flexibility to ensure a
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useable output was deliveredWhile the project aimed to and did abandon some leads, it
anticipated and delivered some experiments in which the algorithm was tested in realistic
conditions with real data. The intent in this research was to pilot and improve the
procedures and relationships, both between and within partner organisationsn relation

to developing, testing and implementing the prototype tools.

As the project evolved, this research approach was further explored through the concept
I £ A OOAAE AAAAI AOAOTI 06 AAPAAEI EOUh AOQEI AET ¢
for technology development and adoption was a critical pathway to impact. As
conceptualised here, a tech accelerator can be described as a research and innovation
acceleration platform with partnerships, procedures, infrastructure and capacities in
place to support the rapid testing of new ideas, thereby enabling a culture of contious
improvement. The One Basin CRC partnerships in the Griffith hub, involved in this
Quickstart project and other CRC projects (QS2 and CRC58) are wpddiced to explore this
tech accelerator concept. In addition to the strong collaborative relationshgpbetween
research and industry partners in this hub, the higHevel automation, telemetry and
computing capabilities in the region, offers access to realorld data and the unique
opportunity for R&D towards practical solutions that can be swiftly testecand
operationalised.

The test case (prototype) selection was informed by the FMEA process described above in
Section2.1.1 The design science framework (outlined below in sectio®.3.2) then guided
the iterative development and testing of the prototypes. Data containing cases with

defects (section2.3.3) were provided by industry partners to develop the prototypes,

using known anomaly detection methods described in sectio®.3.4.

2.3.2 Design science framework

DSR serves as an integrative framework that combines design and scientific
methodologies with the goal of generating practical products and effective problem
solving solutions (Easterday et al., 2014Zare et al. 2024. Within the DSR approach, a
profound understanding of a problem is cultivated through the development and
application of a solution. This solution seeks to enhance established practices while
contributing to the body of research knowledge (Baskerville eal., 2018; Hevner et al.,
2004). The autcomes of the DSR process often manifest as practical, innovative, and
purposeful artifacts, all while adhering to the theoretical underpinnings of the problem
domain.

The DSR process unfolds as a journey of exploration through design and understanding
through solving (Simon, 1996). Recognizing that design is a multifaceted exploration
requiring both creativity and advanced domain knowledge, a DSR framework involves the
identification of requirements, design, building, and user evaluation within an iterative
framework. The DSR process comprises six main iterative and adaptive activities (Peffers
et al., 2007):

1. lIdentification of the Problem: Recognizing a problem situation.

2. Definition of Solution Objectives: Analyzing published literature for ideas from
diverse disciplines and developing prototypical solutions.

3. Design and Development: Crafting the solution and developing the artifact.
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4. Demonstration: Showcasing the use of the artifact.
5. Evaluation: Assessing how well the artifact supports a solution to the problem.

6. Communication about the Solution: Disseminating information about the
solution through various channels such as media, presentations, and academic
articles.

The construction and testing of prototypes for anomaly detection and diagnosis were
broadly guided by the design science framework. Beyond the Design and Development
step of the model or algorithm, each prototype considered the operational problem
related to the failure of the asset component (ldentification of the Problem), possible
approaches to detecting failure (Definition of Solution Objectives), visualising and
communicating outputs from the model/algorithm (Demonstration) and testing and
assessing tle performance of the model/algorithm (Evaluation). This evaluation was done
both qualitatively and quantitatively, and included assessment criteria such as false alarm
rate, time between failure and detection, and comparison with existing alarms.

The incorporation of DSR irour methodology hashelped toenable the development of
rapid prototypes, facilitating the early creation of a minimum viable productSuch an
approach not only accelerates the project timeline but also ensures that a tangible and
functional output is promptly available. Additionally, the DSR framework affords
flexibility, allowing us to adapt and refine the output as needed, thereby enhancinge
usability and relevance of the final productBeyond the immediate project goals,he
application of a DSR framework provides a robust platform that ensures the delivery of a
usable output while simultaneously offering adaptability for potential integration into
other projects, diverse areas, or varied use cases. The versatility inherantthe DSR
methodology positions our outcomes to be seamlessly transferrable and applicable across
a spectrum of contexts, maximizing the impact and utility of our researchndeavours

2.3.3 Data

The industry partners (Ml and CICL) provided the research team with data from their
automated and telemetered water infrastructure, containing cases with defects. Firstly,
the researchers were provided with a dataset from Ml with 124 cases of defects redat to
battery (19), water level sensor (26), and gearbox (79) components, recorded since 2019.
Each case included data for 92 tags (variables) related to battery functioning (e.g. current,
temperature, voltage), level sensors (e.g. downstream/upstream watdevel), gate
operations (e.g. movement, position, overtorque), and other related faults and alarms. The
maintenance logs for each case, which included comments related to the fault, were also
provided. Each case included one year of data up to the daket the fault was identified

and rectified. This oneyear coverage was to provide data that represented periods in
which the asset components were functioning normally, showing signs of failure (i.e.
raising alarms), as well as the period leading up to alas being raised. Weather data from
the Patched Point Data System (constructed from observational data obtained from the
Bureau of Meteorology and other suppliers) for station 75041 (Griffith Airport AWS),

were also accessed.

In addition, researchers were also provided with additional data from CICL to supplement
the dataset as required for specific algorithms and for specific faults (e.g. water level
sensor blockage) to enable simulation of use of the algorithms in practice.
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2.3.4 Modelling and data analysis

The modelling and data analysis was informed by the FMEA proce$sdure 1). The FMEA
described the broad functions of the main components at a typical site for flow monitoring
and control and how they relate at a high level. The process describedsiection 2.1 also
included the selection of critical components to focus the anomaly detection development
on, i.e. batteries, water level sensors and gearbox.

In order to develop a prototype that is fit for purpose, the design, development and testing
followed an iterative process that considers endiser needs, the problem context (in

terms of what level of certainty and trust in the tool is appropriate) and theractical
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Al O PDOODIT OARgureED, Adsdibell éaffier in SectiorR.1.2in the context of the

design and development of the tools to sit within the intersection between what is useful

to the end-user, what is reliable and what is feasible.

Understanding evolves over time, meaning that decisions need to be revisited in order to

optimise how effort is distributed. Incremental efforts yield new information and

intermediate insights and decisions need to be made based on the anticipated marginal
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development process ainedto avoid lock-in to a single target tool, and instead be open to

abandoning existing pathsg while documenting the progress that was mad to that point

(Lahtinen et al. 2017).

The development process of the prototypes firstly involved prioritisation of components
and faults based on the FMEA and discussions with partners about what was most critical
to their operations (i.e. focus on usability irFigure 2). This was followed by data analysis
on indicators of health of the selected components and their faults. Focusing on data
analysis allowed us toidentify patterns of behaviour of the components, which auld be
contrasted with expectations as well as requirements for the tools to be effective. The
project by design worked directly on real data available to partners at the time of analysis
Z without waiting for collection of new data or for constraints to be lifted. The ainwas to
ensure that any new data collection is informed by preliminary analysis of what already
exists. Data analysis therefore plays a crucial role in making clear to eyene involved
what the current state of the data is in practice, which helps establish the potential
reliability of anomaly detection tools and their feasibility based on the availability of data
and other resources.

The reliability of the tools was further tested in the evaluation of the models. Models are
typically tested first on a single or small number of cases. This provides a concrete
example of what the analysis results could look like, bringing to light potera
unanticipated issues and providing an opportunity to reflect on whether the next step of
evaluation or development offers sufficient marginal value at this time. Regardless of the
judgement made or how far the analysis progresses, resuligere documented so that
future efforts can pick up from where the analysis left off. This development process was
highly iterative and resulted in the continual adjustment of design plans based on review
and feedback by industry partners. This is in line with the DSRqcess.

In balancing feasibility and usefulness, a key issue was how much additional effort
(including data collection and quality assurance) would be needed to deliver a tool that
would simply work off the shelf. While there is an obvious desire for operationallarms
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and anomaly detection tools with low false rates from the endiser perspective, such tools
require a certain level of understanding about the failure and the data to support their
development. To achieve anomaly detection tools with low false rates, suffiot data are
needed that provide a reliable indication of failure and to be able to disambiguate
different failure modes. Where this did not seem viable, emphasis was placed either on
different tools or other use cases, informed by the adoption analysisithin the project.
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also paused if it was determined that the algorithm was better developed by a third party

as a consulting exercise, if the advantage of the new method was primariéy data

quality, or if it was otherwise out of scope of the project. That is, the balance of feasibility

and usefulness emphasised development of algorithms that were of greatest benefit to the
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2.3.5 Anomaly detection methods tested

A range of anomaly detection methods were considered for developing the prototypes,
including classical fault detection methods and Bayesian networks for diagnosis. Classical
fault detection methods include outlier detection, sequential change detection ppoaches
(such as cumulative sum and generalised likelihood ratio algorithms), and logic tables to
combine variables. These datariven methods have been widely used for anomaly or fault
detection in process control and process monitoring.

Classical fault detection approaches explicitly formulate and solve the problem of quickly
detecting the onset of a fault subject whilst avoiding false alarms within the statistical
framework of sequential change detection (Xie et al., 2021). Such approastoffer
(provably) faster detections and fewer false alarms than basic fault detection schemes
that simply threshold measured quantities to detect outliers. Indeed, simply thresholding
instantaneous measurements to determine if a fault has occurred carakt to false alarms
caused by natural random variability or oneoff spikes in the measurements. Fault
detection approaches based on sequential change detection avoid false alarms caused by
normal variability by instead sequentially integrating (potentially small) deviations of the
measurements from predefined nominal models, and declaring (fault or outlier)
detections when this (cumulative) statistic exceeds a predefined threshold.

The cumulative sum algorithm (CUSUM) is the prototypical sequential change detection
approach to fault detection (Page, 1954). In its optimal form, CUSUM computes a test
statistic based on the ratio of the likelihood of the measurements under a model that
fault has occurred to the likelihood of the measurements under a model that has a fault
has not occurred. CUSUM has a computationally efficient recursive online implementation
and requires limited manual tuning because it is (provably) robust to moderate
misspecification or uncertainty in its models (Molloy and Ford, 2017). The generalised
likelihood ratio algorithm (GLR) is a natural extension of CUSUM that seeks to avoid any
reliance on the manual tuning of parameters by learning them sequentially onknfrom
measurements. However, the computational burden of learning parameters sequentially
online is considerable and renders GLR less preferable to CUSUM in most cases.

Another modelling approach, Bayesian networks (Pearl, 1988), which have the potential
to combine multiple variables probabilistically, incorporate information on failure rates
and expert opinion were also considered. Bayesian networlare directed acyclic graphs
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(i.e. no feedback loops) that represent a problem or system as a set of variables with their
interactions defined by conditional dependencies. Variables are represented by nodes,
which are linked by arcs that represent dependent relationships. The strengthf these
relationships is defined by conditional probabilities, which express the degree of belief a
node will be in a particular state, given the state of its parent nodes. Bayesian networks
can be developed using data and knowledge from different sourssuch as information on
failure rates and expert knowledge. They could also potentially include decision variables
and economic considerations such related to inspection, preventative maintenance, and
condition-based maintenance, as well as provide probdlstic estimates of value of new
information or observations.

Prototype anomaly detection tools were explored for three components, identified as
most critical by industry partners in the workshop series: water level sensors, batteries
and gearboxes. The prototype development followed the DSR process outlined above
(Section2.3.2). The prototypes considered reached various stages along this DSR process.
Some would require additional or different data for further development; this is discussed
further below in the Results. Five anomaly detection prototypes are described: 1)
cumulative sum algorithm for batteries, which detects anomalies in battery voltage, 2)
water level spike detection tool, which detects large fluctuations in water level, 3) tool for
detecting blockages in water level sensors using a leak detection method, 4) témi
detecting blockages in water level sensors based on deviations between sensors within
the same pool, and 5) Bayesian network for identifying causes of failures in batteries.

3  Failure mode analysis results

3.1 System functions

A functional block diagram was developed to outline the functions of the main
components at a typical site for flow monitoring and control and conceptualise the
connections between the functions. The block diagram was codeveloped with partners,
and further revised and refined during the inperson workshop in May and following post
workshop discussions Figure 5). The diagram illustrates the strong interconnectedness
between components and implies that a fault in any one of the components could lead to
failure of the system to control flow and deliver water.
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Figure 5: Functional block diagram of a typical regulator gate sites

3.2 Failure mode and effects analysis

The FMEA covered the broad functions of power supply, flow monitoring, channel storage
and flow, and flow regulation. In the sections below, the failures associated with the
critical components are outlined, including their implications, and causes.

3.2.1 Power supply

The typical power supply system consists of the solar panel, battery bank, power
regulator, and the wiring between devices. The solar panel converts sunlight to electrical
energy, which is then stored in the battery bank via the power regulator. The power
regulator regulates the power supply (voltage) between the solar panel and battery bank,
as well as between the battery bank and the powered devices or equipment. The failure of
the system to supply power can be caused by damage or inadequacies in antheffour
components(Table 1). The solar panel can fail to provide sufficient energy output if it is
undersized, shaded by cloud cover or other objects (e.g. trees), damaged or dirty (e.g.
covered in dust or animal droppings). Alternatively, power failure can occur if the battery
bank cannot sufficiently recharge, or overor under-discharges. This can occur if an
unsuitable battery was used for the site (e.g. insufficient capacity or voltage) or if the
battery has deteriorated or become damaged. All batteries deteriorate over timejtiv

their capacities generally decreasing through age and usage. As -afggerioration is
unavoidable, it is typical for asset managers to replace batteries when they reach a certain
age, often before the end of their lifespan (e.g. 6 years of age). Battdegerioration can be
exacerbated by faulty or older devices that draw excessive power, or faulty operation of
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devices (e.g. overload or excessive movement). Battery faults can also stem from damage
to the battery shell or plates, including leaking batteries or corroded plates.

Table 1. Main components of the power supply system, their function, possible failures,
causes of failure, and the other components their failure can potentially affect.

Component | Relevant function | Possible failures Causes of Failure
Solar panel | Convert sunlight Insufficient energy Shading of panel
into electrical output Dirty/damaged panel
energy Undersize panel
Battery Stores electrical Insufficient capacity | Agedbased deterioration
bank energy Insufficient voltage | Battery plates sulphated

Unsuitable battery
Leaking batteries
Temperature too

high/low
Wiring Transmits power Power or data not Poor wiring/connections
between or data between transferred between
devices devices devices
Power Regulates power Power supply failure | Electronic component
regulator supply to devices failure

Software problem

Batteries are also sensitive to temperature and need to be operated within a specific

temperature range. Temperatures too high or too low can affect the chemical reactions

occurring within batteries, reducing their performance, and potentially accelerating

degradation of the battery or causing damage to the battery material or structure (Ma et
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battery performance and safety, however, a faulty temperature sensor can resuitshort-

circuiting, overheating or overcharging, which then damage the battery. Power failure can

also be caused by electronic or software problems within thpower regulator, or poor

wiring between the components of the power supply system, or between thEower

regulator and the connected device.

Faults in the power supply system can result in the connected device(s) working
intermittently, not working properly or not working at all. This can include incorrect

flows, incorrect measurements and lost communication. If certain devices fail to work
properly this could potentially indicate power supply fault, or faults with the device itself.
Power supply system faults are generally confirmed through manual inspection to check,
for example, if there are signs of leakage or corrosion on the battery banihether the
solar panel is clean and oriented correctly, or if the connected device is in working order.
Data monitored remotely from the power supply system can indicate battery
performance/health and potentially be used to detect imminent failure. Thisncludes data
on battery current, battery temperature, battery voltage, battery lifetime, and battery
quality.
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3.2.2 Gates (regulators)

Gates (or regulators) control the flow of water through the irrigation network. Gates
consist of the control door, the door frame and structure, and an output drive system. The
output drive system, which includes the gearbox, wire rope drum assembly, EEPRRO
(electrically erasable programmable readonly memory), encoder and motor, operates the
gate to the setpoints given via the local control system. The door position controls the flow
of water between pools, which influences the water level in the pools. Hares in the gate
components can lead to flow rates that aréoo high or low, lost or unmetered water,
incorrect measurements, or noroperation of the automated delivery system Table 2).

Table 2. Main components of gates, their function, possible failures, and their causes of
failure.

Component Relevant Possible failures Root causes
function
Control door Door position Incorrect door Structural damage
controls water position
flow rate Incorrect water
level/flowrate
Door frame & Holds the control | Water leakage Structural damage
structure door in place and | |ncorrect
keeps waterin | flowrate/water level
the pool Insufficient storage
capacity
Output drive Operates gates to| Incorrect door Broken/damaged
system setpoints position mechanical components
Incorrect water Flow path obstructed by
level/flowrate debris

Incorrect setpoints

Electrical component
failure (e.g. electric
motor)

Control component
failure

There are two main failure modes related to the gates. Firstly, the door may fail to move to
its set position (open or closed), thereby producing the incorrect water level or flowrate,

or preventing delivery of water. This could be a result of faults in #& mechanical
components in the output drive system, such as the gearbox or wire rope drum assembly,
which in turn may be caused by wear and tear overtime, or premature damage to the
internal mechanisms from water ingress and subsequent corrosion. The dooray also fail
to move to its set position if it is blocked by debris or sediment, or if there is structural
damage to the door or frame, preventing the door from properly opening or closing. The
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second relevant failure mode relates to the function of gates in containing water within

the pool, which may be undermined by structural damage to the door, frame or structure.

The condition of gate components can be monitored remotely to some degree. In some
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may be prompted if the gate position does not change or if the gate wrongly opens
completely (or lays flat) the downstream level may be unexpectedly high. Failure of the

door to move correctly could also cause anomalies related to the motor output (e.g. over
torque or motor current), as the gate continues to attempt to move to its givesetpoint.

The monitoring of mechanical components within the gates is often done through manual
inspection, which may be done routinely on an annual basis, for example. The condition of
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the gearbox, for instance, is monitored by inspecting for noise or oil leakage.

3.2.3 Flow monitoring

One of the most critical measurement devices used in irrigation networks are the water
level sensors. Water level sensors are generally mounted next to or on the automated
gates or regulators along the irrigation channels. Some are designed to sit above th
water, whereas others are submerged. These sensors provide raahe water level

measurements, which are used to monitor flow and guide the control of water through the

irrigation network through the opening and closing of gates. The water level

measurenents from the sensors are used by the Local control system and remote terminal

unit (RTU) to calculate flow and to determine precise position and setpoints needed to

achieve the targeted flow. Therefore, the ability of automated systems to control flows

hinges on the accuracy and functioning of the water level sensors.

The build-up of silt, mud or scum, and algal growth in the sensors and their housing (i.e.

stilling chamber) are common causes of their failure to functioiTable 3). Regular
maintenance is important for cleaning sensors and reducing anomalies caused by dirt,

algae, spider webs, debris (e.g. blow grass) and other obstructions. Other causes of

inaccurate sensor readings may relate to the incorrect installation of theessor, or

calibration problems. The control of gates based on the water level sensor data is based on

flow calculations, gate position measurements and the control algorithms.

Table 3. Main components of water level sensors, their function, possible failures, and their

causes of failure.

Component Relevant function Possible failures Root causes

Water level Measure water Incorrect setpoint | Dirt (silt, mud, scum)

sensor level Incorrect flow rate | Algal growth
calculation Debris

Incorrect installation
Calibration problem

A faulty sensor may be detected through anomalies such as spikes in the water level data,
which may for example, increase in occurrence, until the sensor fails to read. More subtle

anomalies in data, such as values that are slightly too high or low, are radlifficult to

detect. Anomalies in the water levels sensors may also be detected indirectly through
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water balance calculations for the pools. Water level sensor data is used to calculate flow
rates, and if the water balance does not match up, this is an indication that the sensor data
may be inaccurate; however, it may also be an indication of water leade in the channels

or inaccuracies in other data such as the gate position.

3.2.4 Channel storage and flow (pools)

The channel bed and bank provide a conduit for water flow as well as temporary storage
for water (Table 4). Their failure to contain water for flow or storage often relates to
leakage or seepage of the pool of water through physical damage to the concrete, lining,
dam or gates, or the seals or valves connecting devices or components to the pool.
Physical damag to these various components can occur from deterioration or defects
from usage or age, and potentially from inappropriate design or construction of the pool
(e.g. permeable materials, incorrect installation/construction of components). Failure of
the channel bank and beds can result in insufficient flows and loss of water.

Table 4. Main components of the pools, their function, possible failures, and their causes of
failure

Component | Relevant function Possible Root causes
failures
Channel Conduit for water Water leakage | Physical damage (broken,
bank flow (high flow) Insufficient cracked or deteriorated) to
Contains water ﬂowrate Sea|S, Va|Ves, Concrete, Iining,
Insufficient dam or gates
storage Weeds
capacity Accumulation of silt or debris
Channel Conduit for water Water leakage | Physical damage (broken,
bed flow (low and high Insufficient cracked or deteriorated) to
flow); maintains flowrate seals, valves, concrete, lining,
velocity Insufficient dam or gates
Contains water storage Weeds
capacity Accumulation of silt or debris

Another cause of functional failure of channels is from the accumulation of silt or debris,
or weeds within the channels, which can reduce their delivery and storage capacities.
Debris such as blow grass (from dried terrestrial plants) has been reported assignificant
problem as it can accumulate in the channels, impeding water flow. Weeds, including
aguatic vegetation and algae, can reduce channel capacities and impede water flow and
water delivery. Control of silt or weeds can be done through mechanicadiedging or
removal. Weeds can also be managed using chemical herbicides.

28



4  Adoption pathways and w orkforce
assessmentresults

4.1 Background to technology adoption

The integration of emerging technologies within orgarsational settings is a multifaceted
process that impacts not only operational efficiencies but also the workforce and
organizational culture. Effective technology adoption requires a holistic approach
encompassing strategic alignment, workforce assessmemmarticipatory change strategies,
and continuous evaluation. This involves understanding both the technological
capabilities and the readiness of the workforce to adapt to new operational paradigms, as
these technologies require organizations to adapt their strategies and operatiori€irillo

et al., 2023; Hameed et al., 2012)

For organisations to fully harness the potential of emerging technologies, meticulous
planning and strategic implementation are crucial. This process involves several key
aspects:

i)  Strategic Alignment It is vital from the initial stage for the organisation to ensure
that the chosen technology aligns with its strategic goals and business objectives.
This alignment informs decisionmaking processes and helps in setting realistic
expectations for technolog integration (Hameed et al., 2012; Raffaelli et al., 2019)

i)  Stakeholder Engagemerzt Engaging all relevant stakeholders early in the planning
process helps in identifying potential challenges and garnering broad support.
This includes not just the IT department but also endisers and senior
management whose buyin is critical for succesful adoption.

i)  Workforce Capability AssessmeniAssessing the current capabilities of the
workforce to handle new technologies is fundamental. This assessment should
lead to targeted training programs that address identified skill gaps, ensuring that
all employees are prepared and competent to utilz the new technology
effectively.

iv) Iterative Implementationz Adopting an iterative approach to technology
implementation allows organizations to manage risks effectively. By deploying
technology in phases, organizations can gather feedback and make adjustments,
thereby reducing the likelihood of largescale failue and increasing the chances of
successful integration.

v)  Change Management strategigsEffective change management strategies are
essential to manage the human aspects of technology adoption. This includes clear
communication about the benefits and impacts of the new technology, as well as
support systems to help employees navigate thednsition.

vi)  Continuous Evaluation and Adaptatiop Postadoption, continuous evaluation of
OEA OAAETTI1TcCcUBO EIi PAAO 11 1T OCATEUAOQEITTAI
ongoing evaluation allows for the adaptation of strategies to optimize technology
use and ensure that it continues to meet the ewadhg needs of the organization.

This comprehensive approach to planning for the adoption of emerging technologies
ensures that organisations are not only prepared technologically but are also aligned with
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human and strategic dimensions, maxinging the likelihood of success and sustainability

of technological investments. It is important to highlight the interplay between technology
adoption and workforce dynamics, stressing the importance of participatory approaches
and strategic frameworks thatcater to both organizational goals and employee needs.
Understanding these elements is crucial for leveraging technology to enhance productivity
and maintain a competitive edge in the rapidly evolving digital landsqze.

4.2  Workforce and work processes analysis

One of the initial steps in the technology adoption process is the workforce assessment.
This evaluation helps in understanding the existing skills, identifying gaps, and planning
necessary training to leverage new technologies effectively. The assessmigvblved
understanding the work processes withinthe industry partner organisations relating to
the maintenance and management of irrigation infrastructure asset3his included
identifying and clarifying the roles of various groups, teams, and individuaisvolved in
the monitoring, maintenance, repair, and replacement of assets, with the overarching
objective of swiftly detecting failures and optimizing asset lifespan. The organisation
frameworks and processes of two irrigation infrastructure organisatiors (I10s) were
analysed, and then subsequently generalised in this report.

The teams within the 110s relevant to the technology considered in this project include
those responsible for operating and maintaining the water infrastructure assets and water
delivery network, including the meters, control equipment, and communicationsetwork.
Given the digitised nature of these water infrastructure networks, this includes an
information systems team that manages and maintains the IT infrastructure, network and
servers, and SCADA system. The key associated roles of these teams includ®onitoring
the alarms and the performance of the control system; ii) checking assets in the field and
diagnosing any issues; iii) maintaining, repairing or replacing assets and their components
as required; and iv) logging the faults and subsequent repra or replacements (igure 6).

STEPS IN i) Asset monitoring ii) Diagnosis ili) Maintenance iv) Record
PROCESS keeping
PROCESS
Monitoring Monitoring alarms, and Prioritise alerts "
through X i S . - Maintenance /
asset condition and based on criticality Field visit to check . Log
5 ] . y — ) — Repair / > }
alarms D performance (with real- and risks of pcsmb‘li' issue * Renl t * maintenance
time data) * faults eplacemen *

Routine
Maintenance /

checks and Routine field visit - Log
maintenance and health check a maintenance
Replacement *
Complex Identifyi ible | i
ying possible issues o Maintenance /
Field visit to check L

alarms D with more sophisticated ' m;_u: chec Repair / — mainteoﬁance

analysis of (offline) da‘ta* Replacement * *

* Directly affected by new tools
* Indirectly affected

Figure 6: Asset monitoring and maintenance - general steps and processes
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Each IO seemed to follow a few processes for monitoring and maintaining their assets
(Figure 6), including:

1. Monitoring through alarmsz in modernised irrigation networks, the field
instruments and devices are remotely monitored, with the data telemetered to the
host in reaktime. Through the SCADA system, alarms are generally configured to
set off when reattime data values pass certaithresholds. Alarms can be
categorised by different levels of urgency depending on the criticality of the asset
component and the risks associated with their faults. High priority alarms require
immediate corrective action, with the maintenance team needing to urgently visit
the field site to check the asset and rectify the issue. Lower priority alarms may be
logged, requiring the maintenance team to check the issue when time permits.

2. Routine checks and maintenangeahe assets may undergo regular routine health
checks and maintenance, independent of specific data or analysis. Depending on
the asset, this may be once a year, or more frequently.

3. Complex alarmg if capacities within the organisation allow, another process for
monitoring and maintenance of assets is possible using more sophisticated
condition monitoring and prediction of failures. This may be implemented outside
the SCADA system, using elifie (rather than real-time) data. Similar to the
alarms through the SCADA system, these complex alarms may provide alerts of
different levels of priority or urgency for the technician or maintenance team.
However these complex alarms would genelly target more critical faults.

A diverse skill set is required for the monitoring and maintenance of assets in 1lOs. Critical
to all associated roles is strong communication and problersolving skills, and attention

to detail. Other skills required in the team include: knowledge of th@rimarily Rubicon)
equipment and its various components, including radio systems, battery systems, and
mechanical drives, and software; a grasp of hydraulics principles; and proficiency in use of
spreadsheets and computers in general. Channel techniciamsy also need proficiency in
off-road driving and hold relevant certifications such as working at heights, first aid, and
elevated work platform tickets for communication tower maintenance. Skills in alarm
management may also be highly valuable, for exanglthat aligned with international
standards in alarm and alert management in process industrigf\S IEC 62682, 2017).

4.3 Impact Analysis of Emerging Technology

In general, the impact of the new tools will differ among individuals within the
organization, resulting in varying levels of disruption. However, the degree of disruption
faced byeach individual largely depends on the nature of the tool. Some changes can be
implemented incrementally with minimal disruption, such as integrating additional
information into parts of the process that already utilse multiple data sources.

Conversely, other changes are more transformative, necessitating a shift in practice away
from previous methods

This analysis focugd on evaluating the impact of these technologies. Additionally, we will
consider future emerging technologies that may have similar effect§he prototype tools
consideredin this Quickstart project encompassed a variety of algorithms tailored for
detecting data anomalies related to component faultspecific functions, including a
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cumulative sum algorithm for batteries, a spike detection algorithm for water level
sensors, a flow anomaly detection algorithm, and a Bayesian network model for batteries.
It is important to note that criticality analysis and the identification of treatments for
failure modes are not within the scope of this project. Our focus lies on the introduction
and impact of new tools within the asset monitoring and maintenance prosses of M| and
CICL. The implementation of these tools will influence various key s in the
maintenance processFigure 6 illustrate s these impact points, with direct impacts
indicated by red stars, highlighting areas expected to undergo significant changes.
Additionally, indirect impacts, shown by green stars, signify points that will be affected by
changes in initial points and may eperience cascading impacts. The anomaly detection
tools have the potential to impact the asset maintenance process through four main
functions:

1. Health monitoring of assets using rediime data: In the initial step of online alarms
monitoring, the integration of new technologies will empower the organisation to
allocate resources more effectively by prioritising high reliability highrisk alarms.
These tools are used for anomaly detection, ideiffing occurrences outside the
normal or expected range, which is crucial for condition and health monitoring of
assets. Leveraging realime SCADA data, these tools promptly issue alarms upon
detecting anomdies.

The introduction of such tools has the potential to enhance alarm reliability,
offering benefits such as earlier anomaly detection and reduced false alarm rates.
This improvement may help to reduce noise levels, help prioritise alarms and
improve operational efficiency. Moreover, these technologies can be used to detect
complex issues and anomalies that might otherwise remain unnoticed. Users can
also set alarm priorities based on the criticality of components for operations,
enabling support for condition-based maintenance. Currently, these types of
alarms are integrated within SCADA systems.
&OiT i OEA OOAO6O PAOOPAAOEOAR OEA 1 AAOGO
seamlessly integrate into the existing SCADA system. This integration of new tools
into existing protocols enables the organisation to manage alarm influxes
efficiently. Conveasely, a higher level of disruption to workflows arises if the new
tool cannot interface with the SCADA system, or if the user organisation lacks the
requisite capabilities to support integration. In such cases, establishing a separate
OAl AOI O weditnk ISGADA iBtddhées additional complexities and
adoption risks for the new tools.

2. Complex Alarmsldentifying complex alarms heavily relies on analysing longer
term data. "Complex alarms" offer a more intricate level of condition monitoring,
predicting or warning of current and future failures. These prognostic tools
typically operate offline, using s@arate software from the SCADA system such as
aggregated dashboards. Unless the user organisation has a similar process in
place, including data science capabilities, adopting this type of tool will likely
introduce a moderate to high levebf disruption. The new algorithms and tools
could be designed to enhance this analysis step and seamlessly integrate into
existing workflows, providing new transformative information for business
activities. These new "complex alarm" tools may offer eadr fault detection and
support condition-based maintenance. By implementing these advancements, the
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4.4

risks associated with unpredictable failures are significantly reduced. Additionally,
adopting these technologies will mitigate the cost implications of overlooking
critical alerts or excessively scrutinising numerous alerts, thereby averting
potential issues. Furthermore, the utilisation of these tools is expected to
streamline the analysis of alerts and anomalies, resulting in considerable time
savings. Ultimately, consistent delivery of accurate results will establish trust in
the effectiveness of thesalgorithms and tools.

Root Cause AnalysiRoot cause analysis is a diagnostic tool to aid in identifying
the likely underlying cause of a fault based on data from multiple asset
components. These tools facilitate the identification of the primary reason behind
an issue, assisting in decisioimaking processes regarding whether an anomaly
should be classified as a fault and whether it is a recurring problem. Diagnostic
tools may rely on certain patterns in data anomalies, the occurrence of anomalies
across multiple components, othe presence of anomalies in one component but
not another. Different forms of data, such as loaterm data, can be utilised in this
analysis. Currently, there is no dedicated tool in place for root cause analysis.
Instead, fault diagnosis is performed maually by the maintenance team, relying
heavily on the knowledge and experience of team members. Information from new
diagnostic tools can be used to inform the maintenance team before attending to
the asset in the field. For instance, it can aid in pridising maintenance tasks and
help prepare field inspections for specific issues so that certain spare parts or
tools are brought along. The development of a comprehensive diagnostic tool for
this context is currently unfeasible due to limited data on fauli, their associated
data, and their root causes. Improved maintenance records are necessary to
support the development and implementation of such tools.

Continuous improvement of diagnosis and maintenan@sce an issue has been
identified and the maintenance team has intervened, a crucial aspect of the
process involves providing feedback and logging relevant data. This feedback loop
serves as a mechanism for assessing the accuracy of both issue identifmatnd
resolution. By systematically documenting the outcomes of maintenance
interventions and comparing them against the initial problem diagnosis,
organisations can gain valuable insights into the efétiveness of their

maintenance processes. This continuous feedback loop enables iterative
improvements across all preceding stages of the asset monitoring and
maintenance process. Through careful analysis of feedback data, organisations can
identify areasfor enhancement, refine their diagnostic protocols, and improve

their maintenance strategies to ensure better performance and reliability of their
assets over time.

Adoption pathways

Having completed the assessment of the impact of the newly proposed technologies in the
preceding section, our focus now shifts to the broader examination of adoption pathways.
Adoption involves embracing the technology and integrating it into existing workflows,
systems, or practices to attain specific objectives or benefits. This endeavour often
necessitates securing orgamsational buy-in, providing tailored training, and implementing
change management strategies to ensure seamless integration and effeetutilisation
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across the organsation. It encompasses the process of integrating and leveraging a new
technology within an organsational context. The approaches adopted to facilitate and
embrace technology can significantly influence users' perceptions and evaluations of new
technologies. Facilitation may manifest in various forms, including the provision of job
aids, targeted training sessions, access to technical support personnel, or the development
of a comprehensive support service, wherein the new technology serves as one
component among many.

The adoption pathways illustrated inFigure 7 incorporate both organisational-level and
individual -level adoption processes, which collectively contribute to the successful
adoption of new technologies. Orgasational-level adoption involves maodifications to the
system, adjustments in the environmental setup, and potential alterations to
organisational structures or processes, as deemed necessary. Meanwhile, indivicislel
adoption encompasses socibechnical aspects such as acquiring requisite skills, refining
job duties, updating role descriptions, and providing relevant education and trainig
opportunities.

In Figure 7, organisation level adoption is shown by change in the irrigation distribution
system and then in more detail, teams and individuals need to adopt the new technologies,
xEEAE AT O1 A AEEAAO OEA OAAI 60 OO0OO0AME®AR
work process.

Irrigation infrastructure system

. ) Irrigation infrastructure system after adoption
Organisationaladoption pathway

Teams and individuals

i) 3) @i

Individual adoption

Figure 7: Adoption pathways as a combination of adoption at an organisation al level and
individual level. Successful implementation and integration of new technologies require
management of change at these multiple levels.

4.5  Adoption requirement s

The findings from the assessment of Ml and CI processes which included an initial
workforce study based on available documents, literature review as well as interviews
and reflections with the main stakeholders from Ml and CICL, have suggested several
requirements and recommendations that may facilitate the successful and sustainable
adoption of new technologies within the organizations and others like them.
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To leverage some new technologies effectively, companies may have to overhaul their
corporate structures and work approaches. However, in the context of our study, the
proposed new technologies are not anticipated to significantly impact the organisational
structure. Therefore, focusing on adopting new approaches and processes will be
sufficient for effective integration. Also, effective integration between new technologies
and current systems, potentially through collaboration with Rubicon, is necessary to
streamline processes and reduce complexity.

Sustainable adoption and agile organisation:

Fostering a culture of lifelong learning throughout the orgarsation could enable
continuous improvement and sustainable adoption of new technologies. Embracing a
mindset that valuescontinuous learning will empower employees to adapt to evolving
technological landscapes effectively.

In anticipation of potential structural changes in the future, it is essential to transition
towards an agile organsational model. Unlike traditional hierarchies primarily designed
for stability, agile organisations are structured to accommodate both stability and
dynamism. These orgarsations typically operate as networks of teams, charactesed by
rapid learning and agile decisioamaking processes. This adaptable framework ensures
organisations can navigate changes swiftly and effectively while maintaing operational
stability.
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Figure 8: Suggested adoption pathway
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Figure 8 describes the adoption pathway for new technology, representing a collaborative aesign
process initiated to enhance the efficiency of asset and maintenance processes witthia organisation.
The process commencgwith the recognition of the need for improvement in these areas.
Subsequently, a collaborative design process undertaken, resulting in the development oélgorithms
or other technologies This involvesthe developmentand testing of prototypes, and their iterative
refinement based on testing outcomes. The subsequent stagasolve the adoption and assimilation of
the new technologies within the organization, exploring orgarsational consequences, and achieving
stahili sation of the implemented technologies.

The main section of Figure 8 shows the adoption process. Successful adoption of new technologies
relies on three main factors: managerial intervention, subjective norms, and facilitating conditions.
The elements of these factors are outlined in more detdielow.

Managerial Intervention is required for an effective adoption process. This includes provision of
training and support for the new technologies, as well as fostering resilience and adaptation in the
organisation:

9 Training/Retraining: Conduct training sessions to introduce the new tools and how they are
used. This can be delivered internally or externally depending on what suits the organisation.
Retraining initiatives aim to enhance the skill capacity of current eloyees and may involve
hiring entry -level employees for training in required skills, thereby preserving iFhouse
functional knowledge and company culture.

9 Ongoing Support for New Technologies: Ensure continuous or periodic support from
technology designers (e.g. research team) to update, revise, and improve technologies, as well
as provide necessary training.

9 Organisational Evolution and Resilience:

- ltis important that organisations undergo continuous evolution and adapt its training
and learning methods, especially with the arrival of new workforce members. To
ensure consistent knowledge transfer between generations of employees,
organisations shoutl rely more on disciplined organizational strategies in training and
development.

- While personnel turnover is inevitable, the stability of systems and processes is crucial
for maintaining low risk levels and staying ahead. Organisations should develop and
implement organisational development plans that anticipate future needs and transle
them into effective strategies. A culture of learning and innovation should be cultivated,
with a focus on updating rules, processes, and organisational culture to build resilience
through learning and development.

- Developing an execution strategy and fostering a culture of learning and innovation are
essential for successful integration of new technologies.

- The interview findings indicated that bottom-up approaches to change management
have been more successful than tedown organisational change plans. It is advisable
to start with incremental initiatives and scale up after achieving some initial successes.

Subjective norms encompass individuals' interpretations of social expectations and beliefs held by
others regarding their own secondary adoption behaviour, along with human factors such as biases,
beliefs, and motivational effects. These norms are influenced by variousfars including social
influence, cultural norms, and peer pressure. Assessing the existence of norms within an orgation
can be challenging without a comprehensive social study. However, due to the collaborative nature of
this co-designproject involving participants from Ml and Cl with deep orgarsational knowledge,

certain norms have been identified:
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1. Positive Cultural Norms Toward Innovatiol:he organisation fosters a culture that
encourages and supports innovation, promoting openness to new ideas and initiatives.

2. Strong Ownership an@ottom-Up Improvement CultureThere is a strong sense of ownership
among employees, with a culture of continuously improving processes from the bottom up,
allowing for grassroots innovation and adaptation.

3. ContinuoudLearning Culture in the teamThe teams demonstrate a commitment to continual
learning and skill development, recognising the importance of staying abreast of technological
advancements and best practices.

Facilitating conditions play a crucial role in determining the success of adoption and implementation
efforts. These conditions encompass various attributes of the innovation, the organisational context
and culture, and the nature of the work task itself. Key facilitating condins to adopt new

1 Visioning Establishing a clear vision of the outcomes of the adoption and implementation of
the innovation, ensuring alignment with organisational goals and objectives.

1 Learning: Fostering a culture of continuous learning within the organisation, encouraging
employees to acquire new knowledge and skills related to the innovatioSuch a learning
culture facilitates ongoing improvement and adaptation in response to feedback and changing
circumstances.

1 Culture Cultivating an organisational culture that values innovation, adaptability, and
openness to change.

1 Codesigning (Ownership) Involving employees in the design and development process of the
innovation, to foster a sense of ownership of the innovation and commitment to implementing
the technology.

9 Trust Building: Building trust among employees, tool developers, and leadership, creates a
supportive environment for innovation adoption. In the case of these new algorithms, having a
training workshop, giving feedback that is responded to and then having a routine ftective
session to improve the algorithms could help in building trust.

1 Feedback Mechanismdmplementing feedback mechanisms to gather input from team
members following initial implementations, enabling continuous refinement and
improvement.

9 Integrated Solution Ensuring that the innovation is integrated seamlessly into existing
processes and systems, where possible, to minimise disruptions and enhance efficiency. This
requires collaboration with suppliers, e.g. Rubicon.

4.6  Adoption scenarios

Based on the analysis of the impact of the emerging technologies and the adoption requirements, the
following adoption pathways have been suggested.

4.6.1 New SCADA alarms

One possible adoption scenario involves integrating new SCADA (Supervisory Control and Data
Acquisition) alarms through Rubicon or an external supplier. This scenario aims to ensure optimal
integration with the current process by seamlessly incorporating ew tools into the Rubicon software
used by the organisations. The new tools would run in the background and provide clear displays of
alarms, alerts, and predictive maintenance predictions within the existing SCADA environmeiihe
algorithms themselves mg run either on data received via telemetry odirectly on onboard

computers. The onboard computer has access to much more fine resolution data meaning it may have
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more information available to determine fault condition, as well as minimising sideffects of a fault
condition such as increased communications traffic.

Integration of new SCADA alarms is designed to minimise disruptions and enhance efficiency by
leveraging the capabilities of Rubicon's platform. Effective collaboration with Rubicon and/or the
selected external supplier will be crucial to successfully impimenting this scenario.

This adoption pathway offers the following advantages:

1 Seamless Integration: The new tools will seamlessly integrate into the existing Rubicon
software, maintaining workflow continuity and minimizing the need for significant process
changes.

1 Enhanced Visibility: Clear displays of alarms and predictive maintenance predictions
integrated into existing situational awareness interfaces will improve visibility and
decision-making for asset maintenance teams.

1 Efficiency Gains: By leveraging existing SCADA infrastructure, the adoption of new tools is
expected to enhance operational efficiency and responsiveness to maintenance needs.

However, challenges such as data compatibility, system scalability, and supplier collaboration must be
carefully addressed to ensure the successful adoption of this scenario within Ml and CICL. Any alarm
needs to be sufficiently reliable that it is consisntly actionable.

4.6.2 New information in Complex Alarm tools

In this adoption scenario, the focus is on integrating new information within the realm of complex
alarms. Complex alarms are valuable for condition monitoring and predicting current and future
failures, relying heavily on the analysis of longeterm data. These prognostic tools operate offline,
utilizing separate software from the SCADA system, such as aggregated dashboards.

The adoption of new information in this context presents unigue challenges and opportunities.
Organisations without strong data science capabilities may face moderate to high levels of disruption
when attempting to adopt these tools. However, the potentidlenefits are substantial, including earlier
fault detection and support for condition-based maintenance. These can help in reducing the risks
associated with unpredictable failures and optimising resource allocation.

Key advantages of this adoption scenario include:

1 Early Fault Detection: The integration of new information will enable earlier detection of
faults, minimising downtime and maintenance costs.

1 Support for Condition-Based Maintenance: By leveraging new algorithms, organisations
can transition from reactive to proactive maintenance strategies, optimising asset
performance.

1 Operational Efficiency: Streamlining the analysis of alarms and anomalies will lead to
considerable time savings and improved operational efficiency.

The successful adoption of this scenario requires strategic planning and investment in data science
capabilities, including the ability to use tools that provide ambiguous results. Organisations must
ensure seamless integration of new tools into existing arkflows to realise the full potential of
complex alarms within asset maintenance processes.

4.6.3 New fault analysis tools

In this adoption scenario, the focus is on implementing new fault analysis tools within the asset
monitoring and maintenance process. For instance, root cause analysis tools could aid in identifying
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the likely underlying cause of faults based on information about how faults can manifest, including
data from multiple asset components.

Key aspects of this adoption scenario include:

1 Enhanced Fault Identification: New fault analysis tools facilitate the identification of
primary reasons behind issues, aiding decisiemaking processes to classify anomalies as
faults.

9 Utilisation of Data Patterns: Diagnostic tools rely on data patterns, including anomalies
across multiple components or specific occurrences within certain components.

9 Data Utili sation : Different forms of data, such as lonterm data, are utilised to conduct
comprehensive root cause analysis.

Challenges and opportunities associated with this adoption scenario:

1 Manual vs. Automated Processes: Currently, fault diagnosis is performed manually by
maintenance teams, relying on experience and knowledge, leading to potential human
errors.

1 Preventive Maintenance Planning: Information from new diagnostic tools can aid in
prioritising maintenance tasks and ensuring preparedness for specific issues.

1 Data Improvement Requirements: The development of robust diagnostic tools requires
improved maintenance records and data collection practices to support effective fault
analysis and decisioAmaking.

Successful adoption of new fault analysis tools requires addressing existing data limitations (e.g.
through more systematic record keeping; see section 4.6.4 below) and investing in technology and
training to support their implementation within the asset monitoring and maintenance process.
Organisations can leverage these tools to optimise maintenance strategies and enhance asset
performance and reliability over time.

4.6.4 New diagnostic data collection and analysis process

In this adoption scenario, the focus is oimproving the diagnosis and maintenance process by
introducing mechanisms that identify, resolve and log faults more systematically in the process,
enabling diagnostic analytics. This will include identifying broader patterns in faults, QA/QC of the
data,and feeding this information back to inform future monitoring, diagnosis and maintenance.

The development and testing of prototypes in the Quickstart project have highlighted several data
gaps for the diagnosis and maintenance process. The introduction of new mechanisms for collecting,
analysing and logging data present an opportunity to enhasecthe effectiveness and efficiency of
maintenance processes. By systematically documenting maintenance outcomes and comparing them
against initial problem diagnoses, organisations can iteratively improve their asset monitoring and
maintenance practices. Th increased data can also support development of new diagnosis tools.

Key features of this adoption scenario include:

1 Feedback Loop Enhancement: New diagnosis tools enable organisations to strengthen
their feedback loops, providing more accurate assessments of issue identification and
resolution.

1 lterative Improvements: Continuous analysis of feedback data allows organisations to
identify areas for enhancement and refine diagnostic protocols.

1 Optimised Maintenance Strategies : By optimising diagnostic processes, organisations
can develop more effective maintenance strategies to ensure optimal asset performance
and reliability over time.
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1 Richer Documentation of Defects: Integration with new diagnosis tools allows for richer
documentation of defects by linking them to anomalies, providing comprehensive records
for future analysis and learning.

1 Development of High -Value Training Database: New tools can facilitate the
development of a highvalue training database, linking defects to anomalies and enhancing
training programs for maintenance teams.

A high value database provides sufficient data to provide reliable indication of failure and the ability to
disambiguate failure modes. Specifically, the training database needs to include confirmed faults with
the time or time window in which they occur.This then allows calculation of both whether the fault
was correctly identified, and the lead time or delay with which the fault is identified. Relevant
predictive factors need to be included in the database and need to include data quality annotations.
The data needs to represent real world conditions, i.e. data errors are expected, but confounding
factors that affect interpretation of performance also need to be identified. To train fault analysis tools,
the database needs to reflect a wide variety of cdomations of failure modes. As demonstrated in this
project, a relatively small number of cases is already useful to understand the data characteristics,
suitability of different classes of algorithms, and provide demonstrations for what use of the algohitn
might involve. However, demonstrating that a new alarm is sufficiently reliable to be consistently
actionable requires a larger number of cases that are considered representative of the operating
conditions across a network. Estimates of the rate of fe&& positives and false negatives need to be
statistically robust to ensure that performance matches expectations if adopted, and that promising
algorithms are not erroneously rejected.

Successful adoption of these new diagnosis mechanisms requires investment in technology and
training to support their integration into existing workflows. Data science support may also be
required. Organisations must emphasise continuous improvement andverage diagnostic data to
refine maintenance strategies and protocols effectively.

5  Modelling prototypes: results

5.1 Water level sensor failure

Water level sensors are critical components of automated irrigation systems as their measurements
are used to guide the control of water through the network of channels. Retiine water levels are
used in calculations that determine the opening, closing guosition of gates based on targeted flows.
The accuracy and functioning of the sensors, therefore, affect the operational performance of the
irrigation system and its ability to control flow.

As discussed in sectior3.2.3 failures in water level sensors are commonly caused by the builg of

silt, scum and algae, and obstructions by debris. Other failures can relate to their incorrect installation
or calibration problems. Faulty sensors may be detected through anomalieach as spikes in readings
or a failure to provide a reading. Complete failure is easily identifiable from heartbeat reporting, and
subsequent ruling out of a telemetry failure. Faults that result in water level values that are slightly too
high or low, however, are more difficult to detect. Tiere are different hardware and software editions
of level sensors whichmay exhibit different fault behaviours and root cause. While many algorithms
are likely to be generic, the hardware or software edition of the level sensor may affed#sign of
algorithm patterns.
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Maintenance of water level sensors may consist of annual inspection and cleaning of sensors.
However, in large irrigation networks, the maintenance of water level sensors can be resource
intensive. Timely maintenance can reduce the risk of serious damageaperational problems that can
occur if water level sensor failures remain undetected.
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5.1.1 Data analysis

25 sites with recorded water level sensor faults were analysed. From this investigation, out of the 25
sites, 16 sites were identified to have faults related to the upstream level sensor. Several categories of
data behaviours or anomalies were distinguishe:

1) Spikes: where the water level has a big fluctuation within a very short period of time. Below is
an example of an upstream water level sensor recording a large number of spikes. The high
occurrence of spikes at this site appeared as high frequency noise in the alat

a6z us_water_level
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5.02

B892
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BEB2
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8/02/2021 0:00 9/04/2021 0:00 29/05/2021 0:00 18/07/2021 0:00 6/09/2021 0:00 26/10/20210:00 15/12/20210:00 3/02/20220:00

Figure 9: Upstream water level at a regulator site.

2) Frozen values: where the water level data stays the same for a period of time, as pointed by the
red arrow in the example below.

445
us_water_level
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345

2955

4/04/20210:00  4/05/20210:00  14/05/20210:00  24/05/20210:00  3/06/20210:00  13/06/20210:00  23/06/20210:00  3/07/20210:00  13/07/20210:00

Figure 10: Upstream water level at a regulator site.

3) Crashed sensor: where there is a sudden big drop in the water level, as shown in the example
below.
12
us_water_level
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17/08/2022 0:00 £/08/2022 0:00 16/09/2022 0:00 26/09/2022 0:00 £/10/2022 0:00 16/10/2022 0:00 26/10/2022 0:00 5/11/2022 0:00

Figure 11: Upstream water level at a regulator site.
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4) Drift: where the water level data gradually drifts for a period of time, often before its values
crash.

us_water_level
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Figure 12: Upstream water level at a regulator site.
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where the failures were associated with the physical locatioof the installation and with
communications issues (i.e. water level data not transmitted back to the server), or in other words
were not due to actual fault in the sensors themselves. Relevant data sets were also missing for 8 of the

25 sites.
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5.1.2 Spike detection prototype tool

In normal operations, the upstream water level is the more critical measurement for the control
AAl AOI AGET 1 08 4EAOAZI OAn OEA &I AOGO 1T &£ OGEEO bPOI 01 O
common behaviour identified in the data analysis above for upstream water level sensors.

In this algorithm, 3= the magnitude of the difference between the current and the previously measured
water levels, ands- fhe time period (in minutes) between these two water levels are computed at each
iteration. Then an alarm is raised i+ s greater than a user specified level thresholg, ands & less

than a user specified time thresholg8 4 EA x ET 1 A -IAEICA OG OEAT | OA AMEOOAT
for i =k, k +1, é.
PY =uhred - Yored
Pt crdnrlprev
i f oy <8 U & ot
Alarm raised & alarm time is stored
end %end if

end % end for

where Yeurrent IS the current water level,yprev is the previously measured water level (note that the data
are not uniformly measured), andtcurent is the time stamp of the current water levelfyey is the time
stamp of the previously measured water level.

The plots below Figure 13-Figure 15) show the output from the spike detection algorithm when run
on a case study site with = 0.1m andz = 10min, i.e., the spike is greater than 10cm in 10min. From
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the figure, one can see that the algorithm can detect when there is a spike in the water level data (red
dots). September 2021 to March 2022 shows a high frequency of spike dowrksdure 13).

u.r

UiS water level
®  Spikes detected

96 —

9.5 —

94 —

93—

92—

U/S water level

91—

9

89 —

88—

| | | | |
8.7

Sep 2021 Oct 2021 Nov 2021 Dec 2021 Jan 2022 Feb 2022 Mar 2022
Time

Figure 13: Upstream water level at a regulator site, September 2021 to March 2022.

Figure 14 below zooms into the period when the first spike happens (9 October 2021). The plot shows
that before the spike is detected, there is a significant drop in the level that is not detected as a spike.
This is because the time period between these 2 data p$ is more than the specified threshold of 10
minutes. However, the algorithm detects the spike with the following data point. One can see that
before the spike, there is no data recorded for a long period of time (more than 2 hours), and then
there are few fluctuations after that. In fact, this happens in most, if not all cases before the spikes, see
Figure 15 below. This may be due to loss in communication, or it can be due to failure of the water
level sensor. Further investigation is needed to determine the actual cause. For example, one may use
water level sensors data of nearby sites (e.g. outlet) to crosheck to investigate if they have similar
fluctuations or if there is any loss in communication at the same time. It may be preferable to run a
simple algorithm in the onboard computer, which has access to suhinute data rather than on
telemetered data,where large gaps may occur when water levels are not substantially changing.
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Figure 14: Close up of the upstream water levels at a regulator site around the first spike during the
period shown in Figure 13. (Threshold = 0.1, Time threshold = 10 min)
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Figure 15: Upstream water levels at a regulator site from 29 t December 2021 to 1 st January 2022 (close
up of the period shown in Figure 13) (Threshold = 0.1, Time threshold = 10 min)

Figure 16 below is the result of running the algorithm on water levels at another case study site with

= 0.1m andz = 10min. One can see that the algorithm can detect when there are certain spikes in the
water level data (red dots), but appears to ignore other big changes in water level that look like a spike
(e.g. green arrows). However, if those examples are examinetbre closely, it can be seen that these
changes happen over a longer period of time, i.e. not sudden changes, hence not a spike in this case.
Again, to determine the actual causes of these spikes, more investigation is required.
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Figure 16: Upstream water levels at a site from 24 t November 2022 to 2 "d February 2023. The green
arrows point to examples of incidences of significant increases in water levels that were not considered
spikes as the changes occurred over longer periods of time.

In order to carry out a performance assessment on the algorithm, one needs to specify the level and
time thresholds accordingly. Hence, the next step for this prototype is to defirvehat is considered as a
spike? Naturally, this will depend on the maximum speed at which the gate can move, the operation
requirement as well as the physical geometry of the site. In addition, before the algorithm can be
implemented on site, it is important to test the algorithm on mee data from different sites to get a
reliable high hit rate / low confusion matrix. Water level changes can be rapid, meaning that false
positives are expected in periods of high flowg or that a threshold-based algorithm would need to
accept that only extreme spikes would be detected. Algorithms hbased on thresholds may need to
be considered.

5.1.3 Spike detection exploratory tuning case study

The algorithm was run on two other example sites with varying thresholds, with one presented here

as an exampleData provided are upstream and downstream water level, gate elevation, flow, control
mode and sensor statugrigure 17 shows the upstream water level ofwo regulators on a pool Site S1
2AC ¢ AT A o8 &OiI i OEA |1 AET OAT AT Adkt 2028 goumdBi0W®HE A A h
Site S1. Fronfigure 17, one can see that the spike started around 11am ot ®ct 2023. Note that

after the fluctuation in water level around 30" October 2023, the sensor was replaced. However, the

other anomaly that looks like spikes which started around 14 Oct 2023 1:00AM is not logged.
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Figure 17: Upstream Water level of Site S1 Reg 2 and Reg 3

The spike detection algorithm is then applied to the upstream water level of Site S1 Reg 2 with

amplitude threshold of 0.1 and time period threshold of 10 minutesy(= 0.1m andz = 10min) and the

result is shown inFigure 18. However, the algorithm is unable to correctly detect the spikes.

Spike Detection compare previous. Threshold = 0.1, Time Threshold =10 min
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Figure 18: Spike detection of the Upstream Water level of Site S1 Reg 2 (threshold 0.1 and 10min)
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Hence, the amplitude threshold is changed tp=0.05m and the result is shown irFigure 19.
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Spike Detection compare previous. Threshold = 0.05, Time Threshold = 10 min
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Figure 19: Spikes detection of the Upstream Water level of Site S1 Reg 2 (threshold 0.05 and 10min)

From the result above, with threshold of 0.05m, the algorithm is able to detect the reported spike on
8th Oct 2023 11.21am about 28 hours before the fault is loggeds well as correctly detecting spikesn
14t Oct 2023 1.14amand 22nd Oct 2023.

The algorithm also detected spikes around 300ctober 2023, where the sensor was replaced. This is
not directly a spike in level, however, the alarm can give an indication to the operator that there is
some anomaly at this site. On the other hand, if the spikes were caused during the replacemenhef t
sensor, then the algorithm should be turned off or the alarm can be ignored during this time.

A second case study (not shown) successfully identified spikes with a threshold of 0.1m and 10min. A
reportthat O3 AT OT O x AO OA kduddd Qarididndinh wa@Aevethaivdere not
operationally considered a spike. The algorithm only classified it as a spike at a threshold of 0.01m.
Discussion

From the results above, one can see that with the correct threshold setting, the algorithm is able to
detect spikes in two different sites. However, in order to carry out a performance assessment on the
algorithm, one needs to specify the level and time thsholds (| and z) accordingly. Hence, the next
OO0AD £ O OEEO DPOI Ol OUPA EO ODistiAdhigaiag aBcurGteviaeievet O AT 1
behaviour from data error will depend on understanding the maximum speed at which the gate can
move, he operation requirement as well as the physical geometry of the sit.the pool has small
capacity and large flow offtakes it may be possible for the water level to change quite fast and hence to
detect a "false" spike may be hardeA 'spike’ can cause incorrect flow measuremengnd impact on
control algorithms and may cause false reaction e.g., sending more or less flow iatpool. In addition,
level sensor spikes contribute to excess communications on a limited bandwidth network which can
impact overall performance.Further development could be informed by criticality analysis of the

impact of spikes on water delivery (out of scope of this project), as well as performance of this
threshold-based algorithm and potential alternatives.
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5.1.4 Water level sensor blockage detection tool: flow anomaly
detection using leak detection

At Coleambally Irrigation, a common root cause for the water sensor faults is blockage by debris.
Hence, water level sensor blockage detection tools are developed based on two different methods:
Leak detection and comparingheighbouring sensors (see Section 5.1.5).

The flow anomaly detection algorithm developed is based on the simple cumulative sum algorithm
(Weyer & Bastin, 2008 Bedjaoui & Weyer 2011). In brief, the algorithm is based on a simple volume
balance of a pool (between 2 gates), i.e. the change of the volume is equal to the difference between the
total water flow into and out of the pool:

,Q(b ol \ ol 1 ol \
—. U V) 0] U (0]
Qo

where Vis the volume of the pool andl, and Q. are the inflow and outflow respectively, andQinknown
represents the unknown outflows/leaks. If there is no leak, then

— U O U 0 Tt
Qo

And when a leak is present the lefhand side of the equation above becomes negative.

By assuming that the volume of water in a pool is proportional to the water level, one can therefore
detect an anomaly by comparing the change in water level against the known inflows and outflows,
and an alarm is raised if these are not in agreement. Dtmthe simplicity of the model and the

algorithm, this method will only be able to alert that there is an anomaly in the pool, it will not be able
to discern (directly) if the anomaly is due to leakage, sensor failure, gate failure, or other unmetered
water extraction/loss. However, other alarms or indicators could be used to eliminate anomalies
caused by other faults. An anomaly due to gate failure could potentially be identified by referring to or
comparing it with the currently implemented/available alarms or flags related to the gate, for example
gate-out-of-service or sensor out of range alarms. As for leakages, one may be able to say more if
consecutive pools are considered. For example, when a leak is detected in a pool (Pool A), i.e. the left
hand side of equation (1) above is negative, a modified algorithm can be applied to Pool B (gl

Ei i AAEAGAT U AT x1 OOOAAT 1T &£ oiil1 1 O AAOAAGNODT OE
side of equation (1) above for Pool B is positive. Then, it is with high certainty that the anomaly
detected in Pool A is not caused by leakages.

This leak detection method was applied to detect blockages in water level sensors using data from
CICL.

As an initial study, data with blockages from 2 example sites of CICL (Coleambally Irrigation Co
operative Limited); Site B1 and Site B2 are provided. Data provided are upstream and downstream
water level, gate elevation, flow, control mode and sensor sta.

Site Bl

The figure below showswhen the blockage happened. From the upstream water level plots one can

see that Reg 7 level (red line) started to drop around 12:00 am on the 24an 2024 even though there

EO T1T & 1Tx 1T0A0O OEA CAOA j OAA OEA Tk domrollerirebaedqh OE
by increasing the flow over Reg 6 in order to compensate for the drop of the water level at Reg 7.

However, even with flow in of around 15ML/day, the water level of Reg 7 still decreasingth no flow

over Reg 7 (noing that the flow is computed using the level and gate elevation). At the same time one
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can see that the upstream levels of the outle@BL (upstream of Reg 3 and OB2(downstream of Reg

7) as well as the escape are increasing. This indicates that the upstream level of Reg 7 is incorrect.
Around 8am on the 2% Jan 2024, the issue (i.e. the blockage) is resolved (operator blew out the level
sensor to clear it), hence there is a spike in the Reg 7 level and the flow. Regp8 set to a fixed
position/flow from 25/01/2024 9:53am to 25/01/2024 2:21pm . Then the level slowly decreasd back
to the setpoint (around 1.45m), and thecontroller for the pool was turned back on
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18 Site B1 Gate Elevations
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Figure 20: Upstream water level (top) , flow (middle) and gate elevation (bottom) during period of
blockage

As explained above there was a blockage in Reg 7 of Site B1. Hence, the following sections consider the
blockage detection of Site B1 (between Reg 6 and 7).

Data Interpolation

4EA AAOA AOA Ein&foPIEHOAARDET DOETC-AO0I AA xEOE OAI Pl E
data is shown together with the original noruniformly sampled data in figures below.

Modelling

The simple first order model is considered.

O p o0 6"t & 0 Q0

WhereKk is the discrete time (with sampling of 1 minute)y- is the upstream level of Reg he and hy is
the head over Reg 6 and 7 respectively, which is computed as the difference between the upstream
level and gate elevation (i.ehi=yi- gi, whereg; is the gatei elevation). d is the known offtake to farms,
in this case they are the sum of the offtakie between Reg 6 and Reg The parameterscs, ¢; andzto
be estimated from observed data.

Blockage detection

Visually, blockage started around time 438 (=24/1/2024 00:00), this is when the U/S level of Reg 7
started to drop without outflow , thoughthe failure was only logged at 24 Jan 2024 11pm,
corresponding to around time 1818.

Detection results are shown in plot below. The magenta dots show when the blockage is detected
(alarm), and the blue line is the upstream water level of Reg 7 and green dashed dotted line is the
upstream water level of the offtake closer to Reg 7stdetection is on 24" Jan 2024 around 1:51am
which is about 9 hours before the fault is reported.
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Figure 21 Blockage detections for Site B1 with water levels at Reg 7 and nearby offtake OB1

Site B2

Figure 22 to Figure 27 show the upstream water level, gate elevation and flow of Site B2 Reg 3 and
Reg4, as well as OutlgdB3(U/S of Reg4) andOB4(D/S of Reg4).

Site B2 US level
I

175 Reg 4 ; ‘ : E ) ST

Out OB4

1.45 — b -

| | | | | |
Sep 2023 Oct 2023 Nov 2023 Dec 2023 Jan 2024 Feb 2024

Figure 22: Upstream Water level of Site B2 Reg 4 and upstream and downstream sites

Figure 23 zooms in around & Feb 2024 when a maintenance activity to clear the blockage was logged
at 2:13pm, although the actual maintenance occurred aroundh@eb 2024 11.56am when the SCADA
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Site B2 US level
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Figure 23: Zoomed in around 8 th Feb 2024

Site B2 Gate Elevations
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Figure 24: Site B2 gate elevations
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Site B2 Gate Elevations
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Figure 25: Zoomed in Site B2 gate elevations

Site B2 Flows
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Figure 26: Site B2 Flows
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Site B2 Flows
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Figure 27: Site B2 Zoomed in Flows

Modelling

As there were offtakes happening during these times, the algorithm needs to be modified to take the
known offtakes into account.

Hence, the model considered is:

~

©Qp w0 6 0t e & 9 0 & 9 1
$Al AUEoch AEn8np j £ O OEI bl EAEOU AOOOI AA Ail OAbd
drift term in the detection algorithm. As a rule of thumb, it is recommended that the drift term is set as
half of the leak that one would like to detectbased on detecting a leak of 1ML/day=0.0116#sec. The
Pool is 1827m long, with bottom width is 5.72m, the side slopes are 2, water level is assumed to be

around 1.55m (setpoint). Hence the drift term =2.3721605.

O
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Site B2. CUSUM leak detection
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Figure 28 Blockage detections for Site B2

Figure above shows the detection result, where magenta dots show when the blockage is detected

(alarm) without drift term, red dots are the result with the drift term, and the blue line is the upstream

water level of Reg 4 and green dashed dotted line is the upstream water level of the closest offtake to

Reg 4 From this result, one can see that with drift term (to be fineld 0T AAQh CEOA A OAAOOZ
the sense that less false alarms. From the plots above, one can see that there is an alarm on

28/12 /2023 12:07, corresponding to the time where the Reg 4 water level starting to deviate from

Outlet 3 as discussed above. Most of the false alarms are due to offtakes (OB3 or OB4), possible
improvement is to improve the model of the offtakes (i.e. thisredu® OOAA OAI A OA6 &I O
xA ET OAOOECAOA OEA EIi pOT OAT AT O AAT AA AAEEAOGAA AU
downstream pool. The figure below shows the plots of both the negative leak detection (magenta dots)
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QS5 Final report public.docx 57



Site B2. CUSUM leak detection
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Figure 29: Blockage detection of Site B2using 1 ACAOEOA 1 AAE AAOAAOQEIT 1
leak detections (red dots)

i T ACAT OA

From the figure above one can see that if both the negative and positive leaks detection is taken into

account, the tool is able to detect the fault report on thett8February 2024. As before there are

AAOAAOGET T O AAZEI OA OEEO OEi An EI xAOAOh AU OAEEIT C A
account, the *talarm will be set around 18" Sep 2023 12:54am when there are both negative and
positive detection. Then, the next alarms will be around®Oct 2023 12am,  Nov 2023 11:24am, 8

Dec 2023 9:55pn, 20h Dec 2023 8:04pm, 28 Jan 2024 2:29am, 8 Feb 2024 3:34am, and 8 Feb

2024 1:53am (which is the fault reported in the log).

Note that those alarm before the 8 Feb 2024 might not be a false alarm, as the blockage might happen
way before the 8 of Feb 2024 but not be spotted by the operator as there was no big error in the

water levels.

5.1.5 Water level sensor blockage detection tool: Comparing water
levels

An anomaly detection prototype is being developed based on a solution the team at Coleambally
Irrigation have found for manually detecting blockages from water level sensor data. Specifically, they
found that adjacent sensors tend to follow a similar watelevel pattern and a deviation of this can

indicate blockages. The proposed tool intends to automate this approach.

Sites B1 and B2 are used again here. To identify the blockage, we compared the upstream,
downstream, and flow from the regulators that have the blockage and the nearest outlets.

The following steps were used for the analysis:

1. Identify the nearest outlets from the blocked regulators

2. Subtract the provided offset values

3. 0OAO&I Of TETAAO ET OAOPIT 1T AQETT EI
values.

>
(@}
m

To perform linear interpolation:
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and for outlets (O) reading at$and tsas Qs and Qu

To calculate the difference we need the reading in the same time steps, therefore to compagenth
Oz and Rz with Ow, we interpolated both water level sensor readings at 1 minute.

For time (t) within the interval (t and t,), linear interpolation is performed using the following
equation

4. Calculate the difference between the interpolated upstream water level at the regulator and
the outlets.

Visualise the difference between reg and outlet values for the entire period

Set up the suitable threshold value (ideally starting at 20, 30, 40 and 50 mm) to raise an
alarm based on the upstream difference value between the reg and outlet.

oo

This anomaly detection tool was first tested on site B1, for a known case of water level sensor blockage
(24/1/2024). The immediate outlet of B1 is OB1, therefore the comparison was made between the
levels recorded at OB1 and the upstream water level sensof B1. The offsets were subtracted from

the outlet and the difference was calculated accordingly. IRigure 30, it can be observed that after
subtracting the offset, the upstream water level oB1 and outlet OB1 seems to be very close.

Upstream water level

1.6 4
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1.2 1

Value
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|~ |
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— 0B1 |

2022-08 2022-11 202301 2023-03 2023-05 2023-07 202308 2023-11 2024-01 2024-03
Date/Time

Figure 30: Comparison between B1 and OB1 upstream water levels.

In Figure 31 and Figure 32, it can be observed that the difference between the water level BiL and
OBlstarts to drift 24 hours before the blockage. Following the maintenance register, the blockage was
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cleared on 202401-25 at 9:55 AM and logged at 10:00 AM, however, froRigure 33 it can be
observed that the developed tool can raise an alarm at least around noon on 26@4-24 which would
be ideal for the team to visit the site for clearing out the blockage.

Flow comparison Upstream water level
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Figure 31: Comparing flow between B1 and OB1, between August 2022 and February 2024 (Left). Water
level values for B1 and OB1; zoomed-in period before the blockage was identified  (Right).

U/S water level comparison
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Figure 32: Upstream water level drift visualised for the last 24 hours before blockage.

Based on the drift in the water level, the threshold was set at 20, 30, 40, 50 and 60 mm. Checking the
number of alarms raised and minimising the number of false alarms, the threshold values can be
adjusted for different sites.
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Sensor Readings and Alarms
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Figure 33: Difference between reg and outlet for zoomed period and alarms raised after setting the threshold

The total number of alarms raised at +20 mm difference is 2213 arg20 mm is 161,255. The total

number of alarms raised at +40 mm difference is 0 arngd0 mm is 138,484 Figure 34). Many of these
alarms occur in the winter maintenance period (approximately June to August) and are therefore
considered false alarms because the sensors are out of range. There are nevertheless alarms visible
outside this period that would be raised wihin the smaller threshold but not with the larger.

Water Level Sensor Differences and Alarms

Water Level Sensor Differences and Alarms

zzzzzz

Figure 34: Difference between B1 and OB1 and alarms raised at 20 mm (left) and at 40 mm (right).

The second case study for this prototype was sit®2, which experienced a water level sensor blockage
on 2/8/2024. The immediate outlets of B2 are OB2Aand OBZB, however, Figure 9 shows thaOB2B

outlet had a fault during the same period as the upstream water level continued to increase in Feb for
outlet OB2B Therefore, the comparison was made only between ti@B2Aoutlet and B2. Using the

same tool and threshold values as above, it can be observed that the early alarm can be raised based
on the difference betweerB2 and OB2A As per the maintenance record, the blockage was cleared out

on 2024-02-08 at noon. Looking afigure 37 (right plot), the first alarm can be raised around 13:00 to
14:00 on 2024-02-07 when the difference between the reg and outlet increases from 240 mm.
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Upstream water level Flow comparison
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Figure 35: Comparison between B2 and Outlet OB2A, OB2B, OB2Qipstream water levels (left) and flow

(right)
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Figure 36: Zoomed-in period before the blockage was identified at site  B2.
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Sensor Readings and Alarms Sensor Readings and Alarms
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Figure 37: Difference between regulator and outlet OB2A at site B2 and alarms raised after setting the
threshold. The right plot shows a zoomed -in period.
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Figure 38: Difference between reg and outlet and alarms raised at 20 mm (left) and at 40 mm (right).

The alarm counts Figure 37) for various thresholds are given in the table below. There is an obvious
tradeoff between the number of alarms (including false alarms) and the sensitivity of the tool in
detecting anomalies. The number of alarms in Table 2 is the total alarms for thesgn period at

different thresholds. If the blockage is cleared once the alarm is raised to alert the maintenance team,
the number of these alarms will be lower respectively. In case 82, the issue could have been raised
in September 2023 instead of February 2024 with this early blockage detection tool.

Table 5: Alarm counts for each threshold at site B2.

Threshold Number of alarms
-0.02 33235

-0.03 21434

0.04 13360

-0.05 8698

-0.06 7124
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5.1.6 Water level sensor blockage detection tool s: Blind test case

In order to carry out further testing of the prototype tools, CICL provided a blind test case for

detection of blockages. The pool considered is 1,098m long, the bed width=3.2m, side slope is 1:2 and
bed slope is 1/10,000. Both the tools developed based on the lea&tdction algorithm and comparing

of neighboring upstream water levels are applied to the blind test case, and the results with 2 different
thresholds (0.02 and 0.05) are shown below.

Threshold = 0.02

1.8 I :
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Figure 39: Blockage detections of blind test case with Threshold=0.02

For the leak detection algorithm, 2 different approaches are considered. The first approach is just set

OEA Al AOi xEAT OEAOA AOA AT OE TACAOEOA AT A ObPI OEO
O, AAE6q AT A OEA 1 OEAO dwhkrikete Are éoisecOigeldetebliodsia siald OAE O
xET Al x 1T &£ OEI A j EAx EI 6O0O0Qq AT A OAZEAO 61 AO O, AAE
when the first and the last alarms for all the methods.

Table 6: Alarms from blockage detections with Threshold=0.02

Method

1st Alarm

Last Alarm

Leak

5.21am 27 Oct 2023

1.39pm 29 May 2024

Leak + Consecutive

9.48pm 28h Oct 2023

11.18am 20" May 2024

Levels comparison

10.23am Bt Oct 2023

5.40am 3kt May 2024

From this result, one can see that the leak detection algorithm raises the first alarm at 5.21ant2®@ct
2023, but if taking consecutive detection into account, then thestlalarm is at 9.48pm 28 Oct 2023.

The comparison of water levels tool givesstalarm around 10.23am 1st Oct 2023.

Below are results with the threshold = 0.05.
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Figure 40: Blockage detections of blind test case with Threshold=0.05

Table 7: Alarms from blockage detections with Threshold=0.05

Method

1st Alarm

Last Alarm

Leak

10.54am 29" Oct 2023

2.01am 30" Mar 2024

Leak + Consecutive

12.09pm 20 Nov 2023

12.39am30th Mar 2024

Levels comparison

10.57pm 11" Nov 2023

10.51am 23d¢ Apr 2024

From the result with threshold =0.05, one can see that the leak detection algorithm raises the first

alarm at 10.54am 29th Oct 2023, but if taking consecutive detection into account, then th#dlarm is

at 12.09pm 20 Nov 2023. The comparison of water levels tool gives alarm around 10.57pm 11th

Nov 2023.

Table 8 below shows the water level sensor faults determined by the operator based on manually

comparing the water level of the site with the offset level of the outlet that is just upstream of the site.

Note that these are not the actual time when the faults oaored, and they are not recorded in the

maintenance log. Also, these occurrences were caused by the same fault, i.e. they are not different fault
events, and the fault has not been fixed yet at the end of the data.
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